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ntitled - Notepac 
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if you edit it, comments will not be preserved # 
torrc.orig. 1 or similar, and Tor will ignore it # 

Avoi dDi skWri tes 1 
Bridge 232.143.127.43:8080 
Bridge 104.111.222.149:9001 
Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory .\Data\Tor 
GeoIPFi le .\Data\Tor\geoi p 
=20029560BD88D94F942FFFED0lF9632687352E6E665B348D 

Log notice stdout 
SocksLi stenAddress 127.0.0.1 
UpdateBri dgesFromAuthori ty 1 

UseBridges 1 



mi 
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UpdateBridgesFromAuthority 0 



Urn ^ us 
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Bridge 232.143.127.43:8080 
Bridge 104.111.222.149:9001 
Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory . \Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
)94F942FFFED0lF9632687352E6E665B348D 

Log notice stdout 

Snrk<;l i <;t pn Add rp<;<; 1?7. 0.0.1 



UpdateBridgesFromAuthority 1 

UseBridges 1 



< 
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Avoi dDi skWri tes 1 
Bridge 232.143.127.43:8080 
Bridge 104.111.222.149:9001 
Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory . \Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
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Log notice stdout 
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.Click this bar to view the small image _ • 
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.This image has been resized. Click this bar to view the full image. The original image is sized 800x524 
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Avoi dDi skwri tes 1 
Bridge 232.143.127.43:8080 
Bridge 104.111.222.149:9001 
Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory . \Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
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torrc uaL> iaiau <LLJ i Jj£ ^\ 



i torrc - Notepad 








New 
Qpen... 


View Help 
CtrkN 
Ctrl+O 


ss 127.0.0.1 




Save 


Ctrl+S 


mAuthority C 




Save As... 




Page Setup, ir 
Print... 


Ctrl+P 






Exit 




ExcludeExitNodes {US},{IL},{E 


* 1 







StrictExitNodes 1 
ExitNodes {RU} 



££Ljuu1\ jUjpv start tor ^ stop tor jj^i a^^c^ £ 
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Status 



Connected to the Tor network! 



Vidalia Shortcuts 
S J Stop Tor 




uts f ^\ 



Setup Relaying 



View the Network 



± 



Use a New Identity 



H, Bandwidth Graph 


ti* Help 


About 


[W| Message Log 


Settings 





Show this window on startup 



Hide 







y Vidalia Control Panel 





Status 



Vidalia Shortcuts 




Tor is not running 



1 1 



• Start Tor 



View the Network 



Setup Relaying 



Use a New Identity 



Hi Bandwidth Graph 


®Help 


^| About 


|~= | Message Log 


^Settings 





[~H Show this window on startup 



Hide 



https://www.shamikhl.info/vb 
https://180.235.150.135/-shamikh/vb 

.Click this bar to view the small image 



H H H 




jiAJl >iU»il ijljil 




>i»ii Ljijii ^j^iiisji^i 


nil! IJbjPl ^sLu,Vl ^.j^J. iSj*S lajljj | 



p\M Al^A jiAJ U J 

https://www.alfidaa.org/vb 
https://www.alfidaa.biz/vb/ 
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/https://112.137.166.232/~fa/vb 



.Click this bar to view the small image 



J7 JjUl Jj>- m" 










1 /https://112.137.166.232/~fa/vb 








2 jLi*±ulj 


i_ij._di 


(( ! ! ■ ■ Ljo^Ls; [ /xijuuLftj I lg_Lfijl ■ ■ ugAiibijciJI i-il^idl I_£jI )) 




/https://www. a Ifi d a a . 0 rg/vb 


jia" 












/https://www. a Ifi d a a . b i z/vb 












_>.:JI 




/http://112.137.166.232Ma/vb 




//^jjjoJI !=L3jjJI qjjjuo oIa^I a^ftL> UI>_ljj\j Sv-jj-i //lAJI 

// qJ^Jbdl 












lSJJI JLhAJI g /)\JLt\JI ^jo^tj U_ii , >i LgJuo igji LS>£i Llj&j 

[ S&^aJI ] L^j Ig^jLi 


/http ://www. a Ifi d a a . i nfo/vb 


'lsJI 




2 >iL*.fajlj 


LiLT-- 


ii . 




/http ://www. a I -fi d a a . co m/vb 












l3I>sJI qJgi 1 1 3J9_^_dl gl l_jI>l_9\JI £g_^j&jo | |1S ^ ^Ljoj 

II || q+jcAJL^AJI 


■: — ■:■ - — :■ ■■ ■: — - ■:■ - - x ■■ ■:■ - m 

jJjJ.JJ-.-.j lA^juuJI ajzj g Lilj_iLiJ_._.j pjJI uqli // , v:Jjjli-':J 1 ,c 1 ■^-■JluUt- Luol 


iAiUiJJ c^-j ( 11/9 q_!_LjjUj&j qjiLA^I ) A:-^" l^^I 


L^jLc- l9>hj y U_'j A^lg 9jo\JI jj^d ^-3 >jLeJI ^>sJI " LjjJLo 

!!! ti_^ 



I 

^S 




Downloads 


Ctrl+J 


Add-ons 


Ctrl+Shift+A 


Set Up Sync... 




Web Developer 




Page Info 




Start Private Browsing 


Qrl+Shift+P 


Clear Recent History... 


Qrl+Shift+Del 



Options 



Options 



j 



General Tabs Conienl Appbcdlon^ Pii/acy Secuiity Sync 



General Network Upctale Enc^tion 



0 UwTLSl-0 



Protocols 
0 Use SSL JO 

WheriWsrvep request? my p«3flM ceiiftcde 
O Sefcct one automatically 0 Ash w evety lime 





vanced 



View CsfWieatej Bevoc^ion Li$H | ^ jhdabpn""| | Security Oevicaa 



\ OK ] Caned 



Help 
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Certificate Manager 



BUS 



Your Certificates People Servers Authorises- Others - 



You have certificates on file ^t identify Ihese servers: 



Certificate Name Stiver 
ii The USE R TRUST Ne^ ^ 



addons mozilta.oig 
global trustee 
kuiH.de 
login, live, cam 
login skype.com 
foghyalhoo.com 
login.yahoo.com 
login.yahoo.com 
mail nnnnfe rnm 



Feirra'b&nl 
Feifraw* 

Fe-jEr-d'bgrl 

Fflnimnpsiif 



E -;pliei Ch i 



IfflpwL 



1 3/05/1 435 
1M35/1435 
13/05/1432 
13/05/1 43H 
13/05/1435 
13/05/1^35 
13/05/1435 
13/05/1435 
l4/rfi/14ffi 



01 



Add Security Exception 



f 

• 



You are about lo overiiofe how Aurora identifies this site. 

Legitimate banks . stares, and other public sites wfll no! ask you lo do this. 



Server 
Location: 



Certificate Status 




BU hOM ?ht r ^{"'^d'iop 



£onlitn Security Except 



Cancel 



Add Security Exception 



f 



You are about lo overside how Aurora identifies (his site. 

Legitimate banks r stares, and other public sites will nol ask you lo do this. 



Server 



Location 



https://1 30 235.1 50 1 35/"shanikh^tf 



Certificate Status 



-?r^ificate 



Cancel 



Add Security Exception 



You are about lo override how Aurora identifies ttiis site. 

Legitimate banks, stares, and other public sites will nol ask you lo do this. 



Server 
Location. 



https://1 GO 235.1 50 135/"shan*h^b 



[Set 



Certificate 



Certificate Status 

This site attempts to identify itself ftith rwald nlofmatbn 
Wrong Site 

Certificate belongs to a different site, which cwld rmkarfe an tienriji iheti 
Unknown Identity 

Certificate, is nut trusted. became d hasnl beer- ve J tjy a letogniHsd aulhoirly 



View.. 



0 Eeffrwien(|y slore this exceptor! 



Cut A m 



3ie 



C anc el 
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* Certificate Manager 



Your Certificates People Servers AUl^stes Others. 
You have certificates on file that identify shese seivei^. 



i citificate Ndiiie 
- [Unknown] 
(Not Stored] 



□ The LI5FRTRIJST Netw 



3ddon5.mo3ite.01a 
global trustee 
kuiK.de 
login, live, com 
login, skype. 00m 
logjn.yahoo com 

Innin uflhnn mm 



180.235150135c- Ptauwt 



Pew^'iGrf 
FcirrjieriJE 

Permanent 

Pamanenl 
Permanent 

Fpirr vp.f 



E*piie$ On 



1 3/05^1435 
1 WOW 1435 
13/05/1432 
13/05/1435 
1 3^/05/1 435 
13/05/1435 



Import. 



HBB 



Odete.- 



Add Exception.. 



□ K 



* Certificate Manager 



Your Certificates People Servers Au^sfes Others. 
You have certificates on file that idenlify ihese seivei^. 



IrjacFt. 



Certificate Name 


Seivw 


lifetime 


Espies On 


K 


- [Unknown] 










[Not Stored! 


18D.23515D13SC443 


Permanent 






(Not Stored) 


112 137 1£fi 2.12 443 


Peimanenfl 




(Not Stored 


www $\t#i$% ^3 


Permanent 






(Not Stored) 




P^lflWi&rtl 






(Not Stored] 


www L aKda&org:443 


Peifnantnt 






B The USERIRUST Netwa 










addons, mozfaosg 


it 


PeiftWrWit 


13/05/1435 




global trustee 




Peiroanettf 


13/05/1435 




kuiw Hp 




Ppfmanw* 







Add Exception.. 



iLJai Jajl jjJI ^ U 



□K 



* Certificate Manager 



Your Certificates People Servers Au^stoes Others 



You have certificates on lile lhat identify Ihese servers: 



Certificate Name 


Seiver 




Empires On 




- [Unknown] 










(Not Storedl 


130 235150135443 


FflHIianeiif 






(Not Stored] 


112 137 1G£ 232443 


Permanent 






(Not Stored] 


MvyM.4ICdu.lw: 44 3 


Peinurie-nt 






(Not Stored] 


www.shamMI info. 443 


Pcmwtnl 






(Not Stored) 


ft<mH,aiidMLOf$443 


PermarsFJi* 






8 The USERTRUST Netwa.. 










addons, mo*. o*g 




PefiTiafiftfH 


13/05/1435 




global trustee 


■ 


Pefnwtisfi4 


13^05/1435 




kuix n> 


H 









Import... AddE>:cep'i.:Ti 




Options 



j a =i) [& t» a ^ # 

General Tabs Conlenl Applcalon-: Privacy Secuiity Sync Advanced 



General Network Update Enciyptbn 




Protocols 

E Use SSL JO 


0 UwTLSlO 






Certificates 

When: a serve* requests my personal cerifecaie 

Q Select one automatically <*) Ash fit* eve*y lime 






View Certificate^ 


Revocation L»$N j [ ^akdabon | | Security Devices 
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■ u-^v- 



Lai 



(^Jl^ ^m>) 4±iL$iJI ^>jl) J J^U l^j jaLuj JfeJl 4-a »4b ^jlau 

...JjUl AS^Ji CjUjjJJ jLuSJ^l CjVjU-A AJlLdb <U£J 4^4jIxa]1 (Jjl^A 4ijfcA 



ipnetinfo 



http://www.nirsoft.net/utils/ipnetinfo.zip 



Here are your bridge relays: 

bridge 82.241.248.241:9001 MJ 
bridge 50.51.21.198:443 
bridge 95.74.198.151:443 

Bridge relays (or 1 'bridges 11 for short) are Tor relays that aren't listed in die 
connections to all the known Tor relays, they probably won't be able to bk 



Here are your bridge relays: 




I— 1- ■ 1 1 ^ Search Gooqlefor "bridge 32.241.2.. 

Bridge relays (or t 

fl - View Selection Source 

connections to all tt 

Switch Page Direction 

To USe the above 1^ Download with IDM 

S$ Down I oa d FLV vi deo with IDM 

Configuring more tl ^ 

Download all links with IDM 
® NoScript 
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Choose [P Addresses 



Type a single IP address or multiple IP addresses separated by commas, spaces, or CRLF. You can also 
paste the message headers from your email software, and the IP addresses will automatically be extracted 
from them. 



bridge 32.241.243.241:9001 
bridge 50.51.21.193:443 
bridge 35.74.133.151:443 



l^Jjj JikS] U* ci&ijp jtu^ (3) 



O Automatically use the right server according to IP address 
W\ Resolve IP addresses 
O Convert host names to IP addresses. 
O Load only the last IP address. 
Z\ Pause for 



30 



Seconds After retrieving 
UK | 



10 



IP addresses 



Cancel 



Clear 



Paste 



® IPNetinfb 


File Edit View Help 










— (D — 


Order IP Address 


Status 


Country 


• 1 32.241.243.241 

• 2 50 .51 .21.198 


Succeed 
Succeed 


France 

USA - New York 


95.74.198.151 


Succeed 


Italy 





S j^tu tOrrC biia ^ CjUjjjJ 4iL<a) ^jj 



bridge 125.32.87.65:9001 
bridge 25.36.47.124:443 
bridge 98.25.36.187:9000 



tOrrC bill t$i*aJ j l^mn ^ jS 



it, comments will not be preserved # 
>r similar, and Tor will ignore it # 

Avoi dDi skWri tes 1 

il 



Bridge 43.32.149.165:900 
Bridge 144.65.54.32:8080 
B ri ^ a 1 " > ° eA 148 : 9001 



2 



0** 



Geo 

?1586BB0C38A6 




t>l Port 9051 
^ . \Data\Tor 
i\Tor\geoi p 
-^L1399Fl649D 



ice stdout 
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it, comments will not be preserved # 
)r similar, and Tor will ignore it # 

Avoi dDi skwri tes 1 



Co 

DataDi rect 
GeoIPFile .\l 
71586BB0C38A6566E0FFA4I 

Log 




Unicode Jj*- 1 jL^sJ 
Unicode Jj*- ^IjJj 

SocksLi stenAddress ±z/. u.u.l 



it 



< 



i j£L*l\ - torrc P 



Qrl+O 



it, comments will not be pr 
)r similar, and Tor will id 

AvoidDia ^ 
bridge 125.32.8 




bridge 25. 36.4/. 124: 44J 
bridge 98.25.36.187:9000 

[ 

Control Port 9051 
DataDi rectory . \Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 



Data 



D 



FirefowPortable 




App 
Docs 
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Vidalia Control Panel 



Status 



EBB 



Loading network status 



Vidalia Shortcuts 



® 



-,*rrjp&p in vino 



Yiew thw *iwr k Use a New Identity 



■ H Bandwidth Graph *i HHP @ About 

I EE, Message Log X Settings H^Exfc 



0 Show this window on startup Hde 



Vidalia Control Panel 



BBH 



Status 



Connected to the "cr rietwor W 



Vidaia Shortcuts 



Setup ftdayrig 



View the Network ^^F^ Us* 4 New Identity 

■. Bandwidth Graph # Help Q About 

M^aqp nrj " Settings ^Ext 

V Show this window on startup 



Set up a relay and help the neiwttk grow 



. . #3 



2,591 : otfjLuuJI 



torrc uiL» ^ uiLa cjUjjj^ L jiii v j 



( iualLafl uaUII JLJ liUA ^k-l 



6JO-I3 ^eLa) JuuO 



no s c r i p 1 4iLa) 



https any where 4iLal j 



tor button 4iLat j 



aim a * jj^ tor button jfc j 



n o s c r i p t 
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^ JL^u ^ jlyi tfbJt jla^u f jfl 



J 



S I I U torproject.org https://check.torproj 



'"^ ForbicgSgigts Globally (advised) 



itionVJ 



Optio 

About NoScript 2.1.2.7.., 



Ul 





■lHhttps://1 SO. 235.1 50.1 35/~shamikh/vb/M 


7*7 


| © Allow https: /^jgL235. 1 50. 1 35 j 




Sj Allow http://shal_il.info 




S! Allow Scripts Globally (dangerous) H&_ni 


Options... B9_32 
About NoScript 2.1.2.7... 





® Forbid https://180.235.150.135 








Allow http://shannikh1 .info ^ j 


g! Allow Scripts Globally (dangL_i) 


Options... 

About NoScript 2.1.2.7... 



tor button js 



new identity 



4a jjioii CjUluajj ^1 



@ 



Cookie Proteus 
Preferences... 
About Torbutton... 



protection cookie 



i 1 i 



> | [ # j 1 j Go to a Web 5 



Site 



New identity 
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jj£ false 



Manage Cookie Protections 



Protected Hoai Name 


Pa* j 






raise 
fate 















Remfive lYoki* 



Henw«AlBLiPlial«l#d 



0 Plotecl ML Cookn 

O Do Mot Pro\t Now Cook** 



true 



Manage Cookie Protections 



□ 



Frc l iq icted 

false 
false 



Host 

google, corn 



Kama -rn 
fflEF / A 

google com MID / 

18a235.15C.135 q@@@HH_, / 



190. 235 150.1 35 a@@>@HH„ I 



1 SO. 235 1 50 1 35 q@S@HH.„ / 





Unprofcccfc Cookie 






Remove AH But Pioiecied 



0 Protect New Cookies 

O Do No! Protect Mew Cookies 



!...^lK--!H 



Manage Cookie Protections 



hue 



ted Hnt 



Mi Ip- 

true 
true 



180.235150.135 q@>@£ "- ■' 

"Veft^isaiircis^eHHlT 



180 235150135 q@@€>HH. / 
180.235150135 q@@@HH. / 
160 235150.135 q@@@HH„ / 





Uriprctect Cooke 




Remove Al But Projected 



© Protect Mew Cookies 

O Do Mot Pfciect Mew Cookie* 



Cancel 



unprotect cookie^ LL^b ^ jS 
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Manage Cookie Protections 



Protected 


Host 


N dffM 


Path 


1 (rue 


180 235 150 1 35 




/ 


1 true 






i 


true 


180235.150 135 




I 


true 


1 SO 235150 135 




/ 


true 


180235 T50 135 




t 




ctcd 



0 F^ecl New Cookies 

O Do Nd ftotec* N«w Cookies 



| OK ] [ Cared 



Manage Cookie Protections 



huttjun d 

false 
false 



true 

true 
true 



Host Name Pa4h 

180.235.1 50.1 35 q@gMgHH_ / 
1 80. 2351 50. T 35 q^^^H / 

130.235.150.135 q@@@HH-, / 
130.235150135 q@^@HH . / 
130.235150.135 q@@>6>HH- / 



Protect Cookie 



Fl ermove Cookie fl e move All Out Protected 



0 Protect New Cookies 

O Do Nol Protect New Cookie 



Of 



L$JjUa. ^J^nn hjX^A J*l\ Jj£ jSH J 



Manage Cookie Protections 



Protected 




Protect Cookie 






Remove Cookie 


R ennove Al B yt Plotecleii 




0 Plfotecl New Cookies 




O Do No* Ptotect New Cookies 





protect cookie^ Ll^l 



Manage Cookie Protections 




R emo*-Jbokie Retrieve A;l But Piolec ted 



© Protect New Cookies 

O Ds Not Protect New Cookies 



[ OK | [ Cancel 
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Manage Cookie Protections 



Protected 

false 
false 



Host 

google.com 



Name 
PREF 



Pulh 



■true 

fan 



google com H\U / 
160235155135 q@<?@HH_. / 



180.235150135 g^@HH . / 



ft** facto 








Remove AH Bu* Piojected 



© Protect New Cookies 

O Do Not Protect New Cookies 



1 OK J [ Cancel 



Manage Cookie Protections 



□ 



1 1 rue 




I (Jinprotect Cookie 


Flemove TBkt? 


RenwveAWBul Protected | 



0 Protect New Cookies 

O Do Nor Protect New Cookie* 

[ OK 



^jklnil ^a^a!\ jj£ jj£ 



Manage Cookie Protections 



detected 



false 



Host 



Nam& 



P^tb 



« Protect Cookie 






\ Remove A| But Prelected ] 



0 Protect New Cookies 

■ " Do Not Protect New Cookie? 



OK 



Cared 



new identity Ajl^h. j i+a-d jjc. j Aj^ji jjs jss yfc ^i* jjjki 



Manage Cookie Protections 



r 



Protected Host 



false 


goooj&comi 




false 


google, com 




| lalse 


!80i23Si150n35 


false 


180.235.15C.135 


i'.ji v 


1E0.235.15fl.135 



^ jf e 
P ftEP 

N C 



Path 



H_ / 



Protect Cookie; 




Remove Cookie 


Remove AH Bui Protected 



© Protect New Coofciei 

O Do Not Protect New Cook^i 



1 QIC | | Cared 
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Manage Cookie Protections 




Protect Cookie 



Fl emgve Cookie R emgve Afl Q ijt Cigletled 



0 Protect New Cookie s 

O Do Nol Protect Mew Cook** 



Manage Cookie Protections 



Protected 


Host 






NeHTM 


Path 


' fake 


80 235 


150 


135 






: false 


1602351 


150 


135 


q@*@@HH- 


I P 


false 




150/ 


135 




■ 


False 


160235.1 


150 


135 




' 1 




160 235.1 


150: 


135 







Romo 




Prater^ Juki* 
— 



rtcmcveAilDutPujicttcd 



© Pkotecl New Cookies 

O Do No* Protect He* Coofc« 



I j [ Cancel 



Manage Cookie Protections 



ProtQ cted 

false 
false 



Host 



google.com 



Name 
PREF 



google com NfD / 
1 30. 235. 1 50. 1 35 q@@©HH_. / 



1.235150135 q@@@HH_ / 



130.235150.135 q@>@@HH / 



Uiiprotect Cook* 



Remove All Bu? Protectee 



© Protect New Cookies 

O Do Not Protect Hew Cookies 



7 «al 



OK 



Manage Cookie Protections 



Protected 


Hosl 


Name 


Path 




false 


googfe.coim 


PREF 


/ 




false 


google, com 


NID 


t 




bus 


160235150135 


q@<a@HH 






ttrge 


180235150 1 35 




> 




true 


180 235150 135 




i 





Ret™ 41 DtfPioJected 



0 Ppotecl New Cookies 

G Do Not Protect Cookies 



C ancel 





















Cookie Proteus 
Preferences... 
About Torbutton... 
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Manage Cookie Protections j^<" 




1Q0.23515O.135 q@@@HH / 
180.235 150 135 q@@@HH / 



Remove Ai Bit Fioieci&t 



© Protecl New Cookies 

O Do No* Piolecl Nev* Cookies 



OK 



Cencfll 



^ #4 



cUijJ^ 34 juuo i 



2,591 : ol^LiuoJI 



http://180,235,150,135/-shamikh/vb/showthread,php?t=82221 
http://180,235,150,135/-shamikh/vb/showthread,php?t=124624 

http://180.235.150.135/-shamikh/vb/showth read.php?t=124728 

http://180.235.150.135/-shamikh/vb/showth read.php?t=96917 

....SjMi^b ij^jlli Sj-^iH c^lil fjJl 

http://180.235.150.135/-shamikh/vb/showth read.php?t=67100 
http://180.235.150.135/-shamikh/vb/showth read.php?t=107082 
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